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Using technology to Capture and Manage Vital Records 

What are Vital Records? 

The term vital records refers to that collection of information which is essential for the ongoing operation of 
a business, without which a business may fail.  

"Records that are essential for the continuous operation of a business and must be specially protected against 
possible disasters, both natural and man-made." 

Vital records aren't just secret things like formulae, patents, specifications and source code. Vital records are 
also records of company registration, tax records, contracts, agreements, etc. 

Whereas it isn't the purpose of this paper to explain the processes necessary for the identification of vital 
records, it is important that you have some idea of the types of information it is necessary to capture 
because different types of information may require different technology. 

There isn't one set of static vital records which you can put away once and then forget about. Most 
organizations create vital records each and every day as part of the business process. Your vital records 
capture and management program must be ongoing. 

What Formats are vital records in? 

We used to think of vital records as paper, file folders, letters, reports, contracts etc. However, vital records 
are now in many more formats than paper. Whereas we can utilise document imaging technologies to 
capture vital paper records, we also need to realize that most of our vital records may already be digitised, 
for example:  

▪ Microsoft Word format on a local, network or cloud disk drive  

▪ Microsoft Excel in the Cloud (Office 365) 

▪ A fax stored on the disk drive of a multifunction device  

▪ Microsoft mail format on a Windows server  

▪ Voice mail format on a Windows server  

▪ Video image on a DVD, thumb drive or SSD 

▪ Transaction records in your corporate SQL Server or Oracle databases 

The multiple possible formats of vital records is an important consideration when choosing the most 
appropriate technology to store and preserve your vital records.  

What are our objectives when capturing and managing Vital Records? 

The objective is: 

"to store an original record or facsimile, (an exact copy or reproduction), in such a manner that it is protected 
from harm or deterioration and can be retrieved and viewed or read at some indeterminate time in the 
future". 

For the purpose of this paper I am assuming the future is 100+ years hence. 
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We have two basic choices: 

1. Select a storage medium today that will still be operative and readable in 100+ years; or 

2. Manage our vital records by implementing a program to upgrade them regularly (say ever 5 years) to 
the latest technology during the next 100+ years.  

The technologies available to us are limitless and range from biscuit tins sealed with solder and wrapped in 
sewn hessian bags, as used in the First World War to Solid State Drives (SSDs), LTO tape cartridges and 
exciting future storage technologies now in development. 

SSDs and LTO tape cartridges are two of the most appropriate choices at this point in time. 

What are the coming advances in storage technology? 

My thanks to 365 Mechanix for its article on future storage technologies. See the full article here.  

Holographic Data Storage 

Unlike traditional storage that writes data on the surface of a disc, holographic storage uses laser beams to 
store data in three dimensions for massive increases in storage capacity and data retrieval speeds that could 
make today’s SSDs look like floppy disks. Imagine storing the equivalent of several terabytes of data in a 
device the size of a sugar cube. 

Atomic-Scale Storage 

Atomic-scale storage takes things to the microscopic level. Researchers have already demonstrated the 
ability to store data in just a handful of atoms. This method could potentially lead to storage devices with 
capacities 1,000 times greater than today’s best hard drives.  

5D Optical Data Storage 

5D optical data storage is a five-dimensional recording method that uses nanostructured glass to store up to 
360 terabytes of data permanently. The data is written by a femtosecond laser. This method is capable of 
storing vast amounts of data and is also incredibly durable, withstanding up to 1,000 degrees Celsius and 
having a lifespan of approximately 13.8 billion years at room temperature.  

DNA Data Storage 

DNA data storage is another exciting avenue that could redefine data storage standards. DNA can store vast 
amounts of information in a minuscule space. A gram of DNA can theoretically hold 215 petabytes (215 
million gigabytes) of data. Current research is focusing on how to synthesize DNA strands that can be 
encoded and decoded with digital data. This method promises high density and also incredible longevity, 
with data remaining retrievable for thousands of years.  

Last forever? 

5D and DNA storage in particular promise to make data retrievable for thousands of years. This should 
negate the need to transfer vital records to the latest technology every 5 years or so. 

Older Technology 

Paper 

I can still read a paper document I created over 40 years ago when I first set up my company. I can go to the 
library and read books which are hundreds of years old.  

▪ Paper is one of the greatest inventions of all time!  
▪ Paper lasts for centuries, modern 'archive' quality paper will probably outlast you, your children, your 

grandchildren, your great grandchildren and your great, great grandchildren. Modern, specially designed 
archive quality paper is the result of advanced technology. It is a perfectly acceptable medium for vital 
paper records. 

https://www.365mechanix.com/blogs/2024/top-5-future-data-storage-technologies-that-will-transform-tech/
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Please don't disregard paper out of hand. It is always one of the mediums you should consider when building 
your vital records program. 

Microfilm/Microfiche 

Microfilm/Microfiche is still a valid and safe medium for storage of vital paper records. I can still read 
microfiche created 50 or more years ago.  I even don't need the original reader, any reader or even a good 
magnifying glass will do! I am sure I will still be able to read it in 100+ years. 

In fact, the microfilm produced by Rene Dagron during the Franco Prussian war in 1870 is a good example of 
the durability of microfilm. Fortunately some of these earlier microfilms have survived and they are still 
perfectly legible after more than one hundred and fifty-five years. Proof positive! 

Yes, new microfilm and microfiche readers are still available today. 

The Data Explosion 

When we installed our first Novell file server in 1988, it was a NEC Powermate 286 with 80MB of disk space.  

My current file servers hold Terabytes of data. 

That's a growth of more than 12,000 times. 

Have you looked at the growth of your records lately? 

Whereas traditional vital records may not have experienced this same explosive growth, they have certainly 
grown at a significant rate. What proportion of your corporate database could be considered to be vital? 
How many of the millions of records stored in all your silos should be considered vital? 

This explosive growth factor is a critical ingredient when deciding what technology to use to store the various 
types of vital records in your organization. Fortunately, modern technology has all the answers. 

Conclusions 

One hundred years ago, the problem was much more straightforward. You identified your vital records, 
which were all paper based, you bought a fireproof safe or you held them off site, probably in a bank vault or 
safe deposit box. The more frugal stored them either in the attic or basement of their house. 

Today the vital records problem is both much larger and much more complex. Your vital records are in 
multiple formats, in multiple locations and are much more dynamic. Just identifying your vital records today 
is a hundred times more complex task than it was one-hundred years ago. 

You have no choice but to use a variety of technologies to capture, store and safeguard them. 

The good news is that there is any number of appropriate technologies available today that will easily handle 
your vital records storage needs.  

Recommendations 

1. Hire an expert to identify your vital records and prepare a vital records program and retention 
schedule.  

2. Formally review the vital records program and schedule a review at least once a year.  

3. Ensure that your expert and your IT department work together to implement an acceptable, cost-
efficient solution using proven technology that is consistent with your IT direction and business goals.  

4. You don't have to spend a fortune, but you do have to spend enough!  

 

 

 


